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Legal Notice 
Copyright © 2007 Vitrium Systems Inc. All rights reserved.  
 
If this document is distributed with software that includes a terms of use agreement, this document, 
as well as the software described in it, is furnished under license and may be used or copied only in 
accordance with the terms of such license. Except as permitted by any such license, no part of this 
document may be reproduced, stored in a retrieval system, or transmitted, in any form or by any 
means, electronic, mechanical, recording, or otherwise, without the prior written permission of 
Vitrium Systems Inc (“Vitrium”). Please note that the content in this document is protected under 
copyright law even if it is not distributed with software that includes an end user license agreement. 
 
The content of this document is for informational use only and is subject to change without notice, 
and should not be construed as a commitment by Vitrium. Vitrium assumes no responsibility or 
liability for any errors or inaccuracies that may appear in the informational content contained in this 
document. 
 
This document contains information that is privileged, confidential and exempt from disclosure 
under applicable law. If you are not the intended recipient, or the employee or agent responsible for 
delivering the message to the intended recipient, you are notified that any dissemination, 
distribution or copying of this communication is strictly prohibited. If you have received this 
document in error, please notify Vitrium immediately by email at info@vitrium.com. Thank you. 
 
Please remember that existing artwork or images that you may want to include in products 
integrated using the information herein may be protected under copyright law. The unauthorized 
incorporation of such material into your new work could be a violation of the rights of the copyright 
owner. Please be sure to obtain any permission required from the copyright owner. 
 
Any references to company names in sample templates are for demonstration purposes only and 
are not intended to refer to any actual organization. 
 
Adobe and Adobe Acrobat are trademarks of Adobe Systems Inc. Microsoft and Mincrosoft.Net are 
trademarks of Microsoft Corporation. All other trademarks are the property of their respective 
owners. 
 
Vitrium Systems Inc. 502-1168 Hamilton Street, Vancouver, BC, CANADA, V6B 2S2. 
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Preface 

Introduction 
Vitrium Systems’ protectedpdf solution allows you to distribute PDF 
documents securely. Readers can unlock protectedpdf documents by filling 
in a form built into the protectedpdf document.  

Protectedpdf documents can be used for secure distribution of documents 
where readers enter credentials such as their email address and password 
prior to gaining access to protected pages in the document. Alternatively, 
protectedpdf can be used to conduct market research activities by having 
readers fill in a survey prior to allowing them access to the protected 
content. In this case, there are no pre-established credentials such as a 
username and password. 

For credential based documents, the protectedpdf server includes a built-in 
Identity Provider. The built in Identity Provider uses email and password 
pairs as credentials. If you wish to use credentials other than email and 
password pairs or you wish to maintain your customer information in a 
system separate from the protectedpdf server you can implement an 
External Identity Provider (EIP). When using an EIP, you may customize 
credentials to your needs e.g. username and password pairs, serial numbers 
or even IP address ranges.  

This document describes how to implement your own EIP. When you set up 
an EIP, the document reader’s login request will be directed to the EIP 
through the protectedpdf engine. The EIP therefore has ultimate control on 
who reads the protected content in documents and what criteria are used 
for access. 

Audience 
The External Identity Provider Kit is intended for users that are familiar with 
the protectedpdf system and wish to maintain their reader credentials in an 
external identity application or database e.g. a CRM system, customer 
database, or any kind of identity server.  

Users may wish to implement an EIP require knowledge of SOAP web 
services and database development. 

Errors and Updates 
This document is a protectedpdf document and will automatically check for 
updates and prompt you when new versions are available. 

Please report any errors and inconsistencies in this document to 
support@vitrium.com. 

Use of the protectedpdf system is subject to the Terms of Use available at 
www.protectedpdf.com.  
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Integrating the External Identity Provider 

Getting Started 
In order to use an EIP with the protectedpdf server the URL of your web 
service must be specified in the Enterprise Settings in your protectedpdf 
account. To do this, follow the steps below: 

1. Login to the protectedpdf server’s Website. 

2. Select ‘My Account’. 

3. Select ‘Enterprise Settings’. 

4. Enter the Internet URL of your webservice (the EIP) into the Identity 
Server URL field. 

5. Click ‘Update Enterprise Settings’. 

Once the EIP is configured the following communication workflow will take 
place: 

1. When the reader enters their credentials into the document they will be 
sent to the protectedpdf server 

2. The protectedpdf server will forward the request to the EIP 

3. The protectedpdf server will await a response from the EIP 

4. The EIP sends a response to the protectedpdf server 

5. The protectedpdf server relays the response to the document 

6. The protected content in the document will either be unlocked or the 
reader will be notified of any errors that occurred  

Authentication  
As indicated from the steps above, when an EIP is deployed, the 
protectedpdf server becomes a proxy for the protectedpdf unlock request. It 
is the EIP that makes the decision as to whether the request to access the 
document is allowed or denied based on the following information: 

• The document’s Id. 

• The document’s version Id. 

• The document’s version name. 

• The document’s code (similar to ISBN) 

• The reader’s IP address. 

• A Globally Unique Identifier (GUID) identifying the reader’s account on 
the machine.  Note that GUIDs are not shared across major Adobe Reader 
and Acrobat products and, therefore, each major product will have a 
different GUID for the same computer account. 
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• An identifying credential (such as username) 

• Optionally, the secret credential (such as password).  Note that the secret 
credential can be sent as plain text and although this is a security risk, it is 
required for Active Directory. 

This information is referred to as the AuthenticationContext. 

Implementation 
In order for the protectedpdf server to properly communicate with the EIP 
the implementation of an EIP must conform to the interface published by 
Vitrium Systems Inc. If this interface is not adhered to, the unlock request by 
a protectedpdf document will be denied and an exception will be raised. 

The EIP method AuthenticateEx() is called by the protectedpdf server and 
is passed an AuthenticationContext and this method returns either true or 
false for the unlock request result and a number of optional parameters. 

Note that the EIP methods Authenticate() and 
AuthenticateWithWatermark() are now deprecated and should not be used. 

 
bool AuthenticateEx(AuthenticationContext context, out UnlockContext unlockContext) 
 
struct AuthenticationContext 
{ 

int DocumentId;  // unique document Id 
int VersionId;  // unique version Id 
string VersionName; // version name 
string DocCode;  // unique document code (similar to ISBN)  

 string PublisherDocId; // reserved for future use 
 string HostIp;  // reader’s IP address 
 string MachineGUID; // reader’s GUID 
 string User;  // reader’s username 
 string Code;  // reader’s plain password (ActiveDir only) 
 string SHA1Hash;  // reader’s hashed password 
 string Server;  // protectedpdf.es URL 
} 
 

If you are using a secret credential required to log into the document, the protectedpdf 
system transmits this as a SHA1 hash. Protectedpdf generates a cryptographically strong 
code. This code is sent to the protectedpdf document. The protectedpdf document uses a 
concatenation of the password and the username to generate a SHA1 hash. This hash is 
included in the AuthenticationContext. The process should be repeated by the EIP and 
compared in order to determine if the user provided a valid password. This mechanism 
ensures the protectedpdf server does not see the passwords stored in your identity 
database.  

 

struct UnlockContext 
{ 
 string VersionNumber;  // 
 ResultCode Result;  // result code 
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 string Message;   // optional message for reader 
 string URL;    // optional URL for reader 
 DateTime OfflineExpiryDate;  // offline expiry (set to 
DateTime.MinValue for unlimited use) and for this feature to work correctly 
the p_pingonstartup option in the template of the document must be turned 
off. (See the Template Developers Kit or TDK for more details). 
 string WatermarkText;  // optional watermark text 
 bool OneTimeUnlock;  // attempt auto unlock on first open 
} 

enum ResultCode 
{ 
 UnlockDocument, 
 DoNotUnlockDocument 
} 

 

The External Identity Provider is expected to return the above UnlockContext that 
contains instructions on whether the document should be unlocked and a number of 
optional parameters and, based on this, the protectedpdf server will communicate with 
the protectedpdf document. 

For full details of the WSDL, please open 
http://yourserver.yourdomain.com/ExternalIdentityProvider/eip.asmx and 
http://yourserver.yourdomain.com/ExternalIdentityProvider/eip.asmx?WSDL once you 
have your EIP up and running.
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The diagram illustrating the sequence for this challenge-response mechanism is below: 

 

Figure 1: Protectedpdf Authentication Sequence 

Copyright © 2005-2006 Vitrium Systems Inc. All Rights Reserved.

protectedpdf document protectedpdf server external identity provider

Login(username)

Challenge(code)

Response(hash)

{OR}

Authenticate:=AuthenticateEx(context, unlockContext)

Authenticate
Unlock()

ShowError

 
 

The AuthenticateEx() Web Service method returns true if the protectedpdf 
server should unlock the document. Protectedpdf automatically checks that 
the document is active and notifies the user if there is a newer version 
available or if the document has been retired.  
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Response Behaviors 
The following table summarizes the behavior of the response: 

 
Table 1: Authentication Response and Behavior. 

Authenticate 
ResultCode 

Parameter Behavior 

DoNotUnlockDocument message 
Document remains locked. Acrobat 
Reader displays the reason access was 
denied. 

DoNotUnlockDocument URL 

Document remains locked. Acrobat 
Reader displays the message using a 
yes/no dialog box. If the user clicks yes, 
the user is directed to the specified URL 
in a web browser window. You can use 
this if you want to send the user to a 
subscription renewal page on your 
website. 

UnlockDocument message 
The document is unlocked and Acrobat 
Reader displays the message for the 
user. 

UnlockDocument URL 

The document is unlocked and Acrobat 
Reader displays the message using a 
yes/no dialog box. If the user clicks yes, 
the user is directed to the specified URL 
in a web browser window. You can use 
this if you want to direct the user to a 
“monthly specials” page where they 
can purchase additional content. 

UnlockDocument OfflineExpiry
Date 

The document is unlocked and if the 
document has offline access then the 
document’s offline expiry time will be 
set accordingly.   

UnlockDocument WatermarkText 

The document is unlocked and if the 
document has a watermark then the 
text will be set accordingly.  This text 
can be static, e.g.: “acme.com”, or 
dynamic, e.g.: “Printed by 
user@domain.com”. 

UnlockDocument OneTimeUnlock 

The document will attempt to 
automatically unlock when first opened 
without the reader having to enter 
credentials and failing that, it can be 
manually unlocked. 
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Sample Code 
Sample code is available at http://www.vitrium.com/ .aspxdevelopers  in the 
External Identity Provider Kit (EIP) section. 
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