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Legal Notice 
Copyright © 2007 Vitrium Systems Inc. All rights reserved.  
 
If this document is distributed with software that includes a terms of use agreement, this document, 
as well as the software described in it, is furnished under license and may be used or copied only in 
accordance with the terms of such license. Except as permitted by any such license, no part of this 
document may be reproduced, stored in a retrieval system, or transmitted, in any form or by any 
means, electronic, mechanical, recording, or otherwise, without the prior written permission of 
Vitrium Systems Inc (“Vitrium”). Please note that the content in this document is protected under 
copyright law even if it is not distributed with software that includes an end user license agreement. 
 
The content of this document is for informational use only and is subject to change without notice, 
and should not be construed as a commitment by Vitrium. Vitrium assumes no responsibility or 
liability for any errors or inaccuracies that may appear in the informational content contained in this 
document. 
 
This document contains information that is privileged, confidential and exempt from disclosure 
under applicable law. If you are not the intended recipient, or the employee or agent responsible for 
delivering the message to the intended recipient, you are notified that any dissemination, 
distribution or copying of this communication is strictly prohibited. If you have received this 
document in error, please notify Vitrium immediately by email at info@vitrium.com. Thank you. 
 
Please remember that existing artwork or images that you may want to include in products 
integrated using the information herein may be protected under copyright law. The unauthorized 
incorporation of such material into your new work could be a violation of the rights of the copyright 
owner. Please be sure to obtain any permission required from the copyright owner. 
 
Any references to company names in sample templates are for demonstration purposes only and 
are not intended to refer to any actual organization. 
 
Adobe and Adobe Acrobat are trademarks of Adobe Systems Inc. Microsoft and Mincrosoft.Net are 
trademarks of Microsoft Corporation. All other trademarks are the property of their respective 
owners. 
 
Vitrium Systems Inc. 502-1168 Hamilton Street, Vancouver, BC, CANADA, V6B 2S2. 
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Preface 

Introduction 
Vitrium Systems’ protectedpdf solution allows you to distribute PDF 
documents securely. Readers can unlock protectedpdf documents by 
filling in a form built into the protectedpdf file.  

Protectedpdf documents can be used for secure distribution of 
documents where readers enter credentials such as email address 
and password prior to gaining access to protected pages in the 
document. Alternatively, protectedpdf can be used to conduct 
market research activities by having readers fill in a survey prior to 
allowing them access to the document. In this case, there are no pre-
established credentials such as a username and password; instead the 
reader is presented with a form on the document cover page which 
they are required to complete prior to gaining access to the 
document’s protected pages. 

This document describes in detail how you integrate and extend your 
publishing pipeline to include support for all documents in the 
protectedpdf suite. This allows you to seamlessly add Rights 
Management to PDF documents and control access to documents 
based on any criteria you choose.  

Audience 
This document is intended for users familiar with object oriented 
programming and web services using SOAP. The intended audience 
includes document publishers who wish to automate the process of 
creating and managing protectedpdf documents.  

This document describes protectedpdf objects in Visual Basic.NET, 
C#.NET and Java.  

Knowledge of Adobe Acrobat and familiarity with the PDF file format 
is helpful but not required. 

Errors and Updates 
This document is a protectedpdf document and will automatically 
check for updates and prompt you when new versions are available. 

Please report any errors and inconsistencies in this document to 
support@vitrium.com. 

Use of the protectedpdf system is subject to the Terms of Use 
available at www.protectedpdf.com.  
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Beta Notice 
This documentation is BETA and is subject to change. Please visit 
www.vitrium.com to obtain the latest documentation when this 
document expires. 
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Choosing a protectedpdf solution 
Protectedpdf.es (Enterprise Server) is an Enterprise Digital Rights 
Management server that allows publishers to convert PDF documents to 
protectedpdf files. Protectedpdf is also available on hosted or Software as a 
Service basis at protectedpdf.com. 
 
Software developers can integrate and extend a licensed copy of 
protectedpdf.es or use protectedpdf.com (protectedpdf software as a 
service) using the web services API described in this document. 
 

Protectedpdf.es vs. protectedpdf.com Integration 
Protectedpdf.es is geared towards businesses (i.e. publishing 
institutions) that require their technical infrastructure to be hosted 
and supported in house. In order to meet the requirements of 
businesses that prefer a ‘Software as a Service’ model, Vitrium 
provides a managed, hosted protectedpdf.es deployment. This allows 
direct enterprise integration with the protectedpdf.com software as a 
service initiative. 

Protectedpdf.com SDK vs. protectedpdf.com ESDK 
 

Integration with protectedpdf.com is segmented into partner and 
enterprise tiers. All protectedpdf.com members have access to the 
protectedpdf.com SDK whereas only enterprise partners have access 
to the protectedpdf.com ESDK.  

Enterprise partners have access to the following functionality not 
available to protectedpdf.com members: 

1. Ability to add new users to protectedpdf.com. 

2. Ability to use custom templates or use a built-in template within 
the document. 

3. Seamless integration into external e-commerce and shopping cart 
applications. 

4. Integration with internal identity database to provide single sign-
on to protectedpdf documents for existing user base. 

5. Independent management of document licenses (e.g. 
subscription or bundled sale) 

Pricing and sales 
For protectedpdf.com or protectedpdf.es pricing, please contact a 
Vitrium sales representatives at 1.866.403.1500 or sales@vitrium.com. 
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Accessing the web services API 
Protectedpdf web services API can be accessed using Vitrium’s 
hosted solution at protectedpdf.com. Please use the following URLs: 

https://protectedpdf.com/ws_1_0/sdk.asmx

https://protectedpdf.com/ws_1_0/esdk.asmx

Protectedpdf.es web services API can be accessed based on the 
internal host name for your server. For instance, if your protectedpdf 
ES server is located at 192.168.1.15 or ppdf.mycompany.com, you 
would use the following URLs: 

https://192.168.1.15/ws_1_0/esdk.asmx 

https://ppdf.mycompany.com/ws_1_0/esdk.asmx 

 

Getting the latest WSDL File 
The latest WSDL file can be obtained with the WSDL directive as 
follows: 

https://protectedpdf.com/ws_1_0/sdk.asmx?wsdl

https://protectedpdf.com/ws_1_0/esdk.asmx?wsdl
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Rights Management Policies 
A document policy is a bundle of Rights assigned by the Publisher to a 
specific document. When a reader receives a document that has a specific 
rights policy assigned to it, the reader can perform actions dictated by the 
policy. The policy also governs how the document behaves if the user has 
not been granted access to the document. 
 
Protectedpdf allows the following policy items to be configured. If a policy 
item is dynamic, it means the value can be changed for documents that have 
already been distributed to readers. Dynamic policies also mean the 
document can behave differently based on the reader type (e.g. professor 
vs. student). 
 
Table 1: Protectedpdf Policies 

Policy Item Values Dynamic 

User Access 
User Identity with or 
without an Expiry Date 

Yes 

Security Level 
Basic 
High 

No 

Printing 
Not Allowed 
Low Resolution 
High Resolution 

No 

Offline Access 
Unlimited 
Limited to X days 

Yes 

Version Control 
Forced 
Optional 
None 

Yes 

Expiry Date 
Expiry Date 
No Expiry Date 

Yes 

Content Copying or 
Extraction 

Allowed 
Not Allowed 

No 

Unprotected Page 
Range 

All pages protected 
Page range (e.g. 1-2,4,10) 

No 
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Protectedpdf.es database objects (vObjects) 
Protectedpdf.es exposes objects or data entities that represent information 
stored in the protectedpdf.es database. For example, the Folder object 
instance represents a row in an internal protectedpdf.es database table.  

 

Access to vObjects  
Although this topic describes all of the objects available in the API, 
your applications are only able to work with only the objects that you 
are authorized to access. Programmatic access to objects is 
determined by the objects that are defined in the WSDL file. Access to 
objects and API calls are further dependant on the user access level 
when logged in through the API. 

 
Table 2: Field Types Used in the API 

Field Type Contents of the field 

String 
Strings contain text and have length restrictions 
depending on the data being stored (e.g. FirstName vs. 
FileName) 

bool Boolean values which can either be true (1) or false (0) 
int 32 byte integer value 
long 64 byte integer value 

DateTime 

Regular Date/Time fields are full timestamps with a 
precision of one second. They are always transferred in the 
GMT/UTC time zone. In your client application, you might 
need to translate the timestamp to or from a local time 
zone. 
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Protectedpdf ES vObject Relationships 
 
 

Publisher

PK PublisherId

FK1 AddressId

User

PK UserId

Folder

PK FolderId

FK1 PublisherId
FK2 UserId

Document

PK DocumentId

FK1 PublisherId
FK2 FolderId

Version

PK VersionId

FK1 DocumentId

UserPublisherAccess

FK1 PublisherId
FK2 UserId

UserFolderAccess

FK1 UserId
FK2 FolderId

UserDocumentAccess

FK1 UserId
FK2 DocumentId

Copyright © 2005, Vitrium Systems Inc. All rights reserved.

Address

PK AddressId

 
Figure 1: Protectedpdf vObject Relationships 
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Publisher 
The Publisher object defines a publisher account within 
protectedpdf.es. Publisher represents entities whether they are 
independent organizations or different divisions within a single 
entity. 

 
Table 3: Publisher Table 

Field Type Description 

PublisherId int 

Strings contain text and have length 
restrictions depending on the data 
being stored (e.g. FirstName vs. 
FileName) 

PublisherCode String[4] 
Boolean values which can either be 
true (1) or false (0) 

Name String[50] Name of the Publishing Company. 

AddressId int 
Foreign key identifying an Address 
object 

QuotaSize long 
Total disk space quota available to 
the publisher 

QoutaUsed long Disk space used by the publisher 
IsActive bool Publisher account is active 
IsInTrial bool Publisher account is in trial mode 

IsTypeStandard bool 
Publisher account represents a 
paying customer. 

IsTypeEnterprise bool 
Publisher has access to enterprise 
API calls 

IsTypeDeveloper bool 

Publisher has access to the regular 
SDK. Developer accounts are free 
accounts but have limited space 
allocations. 

IsTypeTrial Bool Publisher account is in trial mode. 

TrialExpiryDate DateTime 

Date when trial account expires. 
Publisher account is in trial mode if 
this date is in the future. Account 
may have restrictions placed 
(limited documents/day etc). 

EnterpriseLeadPostUrl String[250] 
The absolute URL that identifies 
where to send protectedpdf.crm 
lead details to. 

EnterpriseIdentityProviderUrl String[250] 
The absolute URL that identifies an 
external identity provider. 

EnterpriseProtectedPdfServerUrl String[250] The absolute URL that identifies an 
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external protectedpdf ES server. 
CreatedByUserId int Foreign Key identifying User object 
ModifiedByUserId int Foreign Key identifying User object 
CreatedDate DateTime Date row was created 
ModifiedDate DateTime Date row was last modified 

 

Address 
The Address object defines an international address. 

Table 4: Address Table 

Field Type Description 

AddressId int 
Primary Key identifying the 
Address object 

Line1 String[100] Street address 1 
Line2 String[100] Street address 2 
City String[50] City name 
Province String[50] Province or state 
Country String[50] Country name 
PostalCode String[50] Postal Code or Zip 

CreatedByUserId int 
Foreign Key identifying User 
object 

ModifiedByUserId int 
Foreign Key identifying User 
object 

CreatedDate DateTime Date row was created 
ModifiedDate DateTime Date row was last modified 
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User 
The User object defines an individual who has access to the 
protectedpdf.es installation. Each Publisher requires at least one User 
with Administrator access. 

The ESDK allows for integration with an external identity database. 
This means that you do not have to add a User to the protectedpdf ES 
database in order to grant access to a document. Instead, reader 
identities and access rights are managed externally. 

Protectedpdf.com Users are not required to be associated with a 
Publisher. If a User is not associated with a Publisher then the User 
has a read-only account. Read-only accounts can be granted access 
to documents; however, these users do not have the ability to publish 
protectedpdf documents. Read-only accounts can be upgraded to a 
Publisher account by creating a new Publisher and making the user 
the Administrator or by adding the user to an existing Publisher 
account. 

Table 5: User Table 

Field Type Description 

UserID int 
Primary Key identifying the User 
object 

Email String[50] User’s email address 
FirstName String[50] User’s first name 
LastName String[50] User’s last name 
JobTitle String[50] User’s job title 
Phone String[50] User’s contact number 

IsActive bool 
User account status. Login will fail 
for inactive users 

IsPublisher bool 
User is associated with at least one 
Publisher (otherwise, this is a read-
only user) 

IsTemporaryPassword bool User’s password is temporary.  
LoginCount int Number of time user has logged in 
LastLoginDate DateTime Date user last logged in 
ActivateDate DateTime Date user’s account was activated 
CreatedByUserId int Foreign Key identifying User object 
ModifiedByUserId int Foreign Key identifying User object 
CreatedDate DateTime Date row was created 
ModifiedDate DateTime Date row was last modified 
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User Access Levels 
The following table describes the protectedpdf User Access Levels. 

Table 6: User Access Levels 

Access Level Description 

None 
No access.  Use this setting to temporarily disable a 
user’s access without removing their account. 

Browser 
Browsers have read only access to Document and 
Folder objects in the public folder or their private 
folder for a given Publisher 

Editor 
Editors have write access to Document and Folder 
objects in the public folder or their private folder for a 
given Publisher 

Distributor 
Distributors have ability to grant and revoke User 
access to Document and Folder objects in the public 
folder or their private folder for a given Publisher 

Administrator 
Administrator has write access to all objects for a 
given Publisher 

 
Browsers, Editors and Distributors automatically have access to all 
documents in their private folder.  They do not need to be explicitly 
granted access to these documents in order to be able to read them.  
Administrators have access to all documents associated with the 
Publisher.  In all other cases a user needs to be explicitly granted 
access to a document (or granted access to the folder containing the 
document if the document’s InheritPermissions property is set to 
true) to be able to read the documents.  
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Folder 
Protectedpdf ES allows you to group documents into Folders. Folders 
allow you to grant access to a large group of readers as protectedpdf 
documents can inherit permissions from a Folder. For instance, you 
can create a folder called “Reports for Board of Directors” and assign 
read access to your board members. You can now move or add 
protectedpdf documents to this Folder and you do not have to 
explicitly grant users access to each document. 

Table 7: Folder Table 

Field Type Description 

FolderId int 
Primary Key identifying the Folder 
object 

FolderIdParent int 
Foreign Key identifying the parent 
Folder object. If the key is < 0, this is 
a root folder. 

PublisherId int 
Foreign Key identifying the 
Publisher object. 

UserIdOwner int 

Foreign Key identifying the User 
object. If the key is < 0, this is a 
shared folder and all users 
belonging to the Publisher are 
allowed to see this folder. 

Name String[50] The folder’s name. 

IsEmpty bool 
True if the folder does not contain 
any subfolders or documents 

IsRoot bool True if folder is a root folder. 
CreatedByUserId int Foreign Key identifying User object 
ModifiedByUserId int Foreign Key identifying User object 
CreatedDate DateTime Date row was created 
ModifiedDate DateTime Date row was last modified 
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Document 
The Document object represents a logical protectedpdf document. 
The document object encapsulates the policies for a set of 
protectedpdf files. Physical protectedpdf files are defined by the 
Version object. 

Table 8: Document Table 

Field Type Description 

DocId int 
Primary Key identifying the Document 
object 

PublisherId int 
Foreign Key identifying the Publisher 
object 

FolderId int 
Foreign Key identifying the Folder 
object 

Year int The year this document was created 

LicenseCode int 
The protectedpdf ES licensee who owns 
this document. This is 0 for 
protectedpdf.com 

DocType enumeration 
The type of protectedpdf document 
“protectedpdf”, “protectedpdf.crm” or 
“protectedpdf.hs”  

FileName String[50] 
Filename of the protectedpdf file (does 
not include “.pdf” extension) 

Title String[50] Title to be shown on the cover page. 
SubTitle String[100] Subtitle to be shown on the cover page 
Abstract String Abstract to be shown on the cover page 

OfflineDays int 
Number of days the offline cookie is 
valid (0 = no offline access, -1 = 
unlimited offline access) 

PrintType enumeration 
“print disabled”, “low resolution” or 
”high resolution” 

IsPermissionInherited bool 
If set, access permissions are inherited 
from the parent folder 

CreatedByUserId int Foreign Key identifying User object 
ModifiedByUserId int Foreign Key identifying User object 
CreatedDate DateTime Date row was created 
ModifiedDate DateTime Date row was last modified 
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Version 
The Version object identifies a specific instance of a protectedpdf file. 

Table 9: Version Table 

Field Type Description 

VersionId int Primary Key identifying this Version object 

DocId int 
Foreign Key identifying the Document 
object 

VersionName String[50] 

String identifying this version (e.g. “Draft”, 
“Final” or “1.0.0”. This value is for simplicity 
only. Version order is determined by the 
VersionDate 

VersionDate DateTime Date used to determine version order 
VersionStatus enumeration ”Active” or “Retired”  

RawSize long 
Size (in bytes) of the raw, unprotected PDF 
file 

ProtectedSize long 
Size (in bytes) of the protectedpdf file. This 
includes the size of the cover sheet and 
encryption overhead 

DownloadUrl String 
Absolute URL to download the 
protectedpdf document from the 
protectedpdf ES server 

LeadSource String[50] 
The lead source to attribute this 
protectedpdf.crm file readers to 

LeadCampaign String[50] 
Marketing campaign that this 
protectedpdf.crm file belongs to 

TemplateId int 

Template to be used for cover page. Must 
match the appropriate type of document 
being created. Leave this value 0 and the 
default ‘Vitrium’ cover page will 
automatically be selected. 

SkipPages String[250] 
Pages that are to be left unprotected. E.g. 
“1-3,7,9” 

ExpiryDate DateTime 
An optional expiry date for the document.  
Use the value DateTime.MaxValue for no 
expiry date. 

Notes String 
A note describing changes from previous 
versions 

CreatedByUserId int Foreign Key identifying a User object 
ModifiedByUserId int Foreign Key identifying a User object 
CreatedDate DateTime The Date that the version was created 

ModifiedDate DateTime 
The Date that the version was last 
modified 
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Protectedpdf.es SDK API 

Security 
Client applications that access protectedpdf.es data are subject to the 
same security protections that are used in the protectedpdf.com user 
interface.  

Client applications must log in using valid credentials for a 
protectedpdf.es or protectedpdf.com account. The server 
authenticates these credentials and, if valid, provides the client 
application with a ServiceTicket for the duration of the session. The 
ServiceTicket is as follows: 

Table 10: Security Table 

Field Type Description 

SessionIsAuthenticated Bool 
True if the ServiceTicket represents an 
authenticated session 

SessionKey string 
A session identifier for the current 
session 

SessionExpiry DateTime 
Time stamp of when the session will 
expire if there is no activity 

User User 
The User logged in to the current 
session 

 

You can obtain a ServiceTicket by calling the login API call. 

Protectedpdf ES calls are all conducted over a 128bit SSL pipe. 
Protectedpdf ES allows multiple simultaneous logins for the same 
user; however excessive logins will trigger a safemode response if 
protectedpdf ES believes that account credentials have been 
compromised. This will temporarily disable the User account. 
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Sample Code 
The following sample code shows the complete security process: 

C#: 
 

ppdfes.esdk proxy = new ppdfes.esdk(); 
 
ppdfes.ServiceTicket ticket = proxy.login(“email”, “password”); 
 
proxy.ServiceHeaderValue = new ppdfes.ServiceHeader(); 
proxy.ServiceHeaderValue.SessionKey = ticket.SessionKey; 
 
// You can now make sdk/esdk calls on the proxy object 
ppdfes.User myBboss = proxy.getUserByEmail(“myboss@mycompany.com”); 

 
proxy.logout(); // This ends the session and logs you out from the server 

 

VB: 
 

Dim proxy As ppdfes.esdk 
Dim ticket As ppdfes.ServiceTicket 
Dim myBoss As ppdfes.User 

proxy = New ppdfes.esdk 
ticket = proxy.login(tbEmail.Text, tbPassword.Text) 
 

proxy.ServiceHeaderValue = New ppdfes.ServiceHeader 
proxy.ServiceHeaderValue.SessionKey = ticket.SessionKey 
 
‘ You can now make sdk/esdk calls on the proxy object 
myBoss = proxy.getUserByEmail(“myboss@mycompany.com”) 
 
proxy.logout() ‘ This ends the session and logs you out from the server 
 

Java:  
 

// A ticket is initialized by calling stub.login, 
// then it is added as a node to a SOAPElement which is added to a 
SOAPHeader 
ppdfes.SdkLocator sdkLocator = new ppdfes.SdkLocator(); 
javax.xml.rpc.Stub st =  

(javax.xml.rpc.Stub)sdkLocator.getPort(ppdfes.SdkSoap.class); 
ppdfes.SdkSoapStub stub = (ppdfes.SdkSoapStub)st; 
ServiceTicket ticket = stub.login(“email”, “password”); 
             
 
SOAPHeaderElement header =  

new SOAPHeaderElement("http://protectedpdf.com/", 
"ServiceHeader"); 

SOAPElement element = header.addChildElement("SessionKey"); 
element.addTextNode(ticket.getSessionKey()); 
stub.setHeader(header); 
 
// You can now make sdk/esdk calls on the stub object 
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ppdfes.User myBboss = stub.getUserByEmail(“myboss@mycompany.com”); 
 
stub.logout() // This ends the session and logs you out from the server 
 
 

In the sample code above, ppdfes is the namespace used to access 
the protectedpdf ES ESDK. This will vary depending on your 
development environment. Additional sample code is available at 
http://www.vitrium.com/developers.aspx in the Software Integration 
Kit (SDK) section. 

Protectedpdf SDK Method List 
Note: The most recent SDK Method List is documented online at 
http://protectedpdf.com/ws_1_0/esdk.asmx 

Document API 
• addVersionByDocument  

This function adds a new Document and the first Version. The raw 
PDF file is sent in a binary stream using DIME.  

 
• addVersionByDocumentId  

This function adds a new Version to a given Document. The raw 
PDF file is sent in a binary stream using DIME.  

 
• getDocumentById  

Obtains the Document record given a DocumentId.  
 

• getDownloadUrl  
Gets the download URL of the protectedpdf file associated with 
the specified version id.  

 
• getMostRecentVersion  

Gets the most recent active version of a document.  
 

• getUserEmailsByDocumentId  
Obtains all the users who have been granted access to the 
document by email but have not yet registered with 
protectedpdf.com (and hence, do not have a userid and a user 
record yet).  

 
• getUsersByDocumentId  

Obtains all the users who have been granted access to the 
document.  

 
• getVersionById  

Obtains the Version record given a VersionId.  
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• getVersionsByDocumentId  
Obtains the Version records given a DocumentId.  

 
• grantUserEmailAccessByDocumentId  

Grants a user access to documents. The documents inherit 
permissions have to be set to true. If the user email is unknown, 
the user will be granted access once they are registered.  

 
• grantUserEmailAccessByDocumentIdWithExpiryDate  

Grants a user access to documents which will expire on the given 
expiry date. The documents inherit permissions have to be set to 
true. If the user email is unknown, the user will be granted access 
once they are registered.  

 
• grantUserIdAccessByDocumentId  

Grants an existing user access to a document.  
 

• grantUserIdAccessByDocumentIdWithExpiryDate  
Grants an existing user access to a document which will expire on 
the given expiry date.  

 
• revokeUserEmailAccessByDocumentId  

Revokes user access to a document. The user may have registered 
in which case this function will fail and 
revokeUserIdAccessByDocumentId should be used in its place.  

 
• revokeUserIdAccessByDocumentId  

Revokes user access to a document.  
 

• updateDocument  
Updates changes made to the Document record. Changes to the 
non-dynamic policies or cover page items such as Title will force 
the server to re-generate the protectedpdf file with the new 
policy settings and cover page.  

 
• updateVersion  

Updates changes made to the Version record. Changes to the 
non-dynamic aspects such as TemplateId will force the server to 
re-generate the protectedpdf file.  

Folder API 
• addSubFolder  

Adds a new folder. If parent folder is null, adds the folder to the 
user's private root directory.  
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• deleteFolderById  
Deletes a folder. This operation will fail if the folder is not empty or 
if it is a root folder.  

 
• getDocumentsByFolderId  

Obtains all the documents in a Folder given a FolderId.  
 

• getFolderById  
Obtains the Publisher record given a FolderId.  

 
• getUserEmailsByFolderId  

Obtains all the users who have been granted access to the folder 
by email but have not yet registered with protectedpdf.com (and 
hence, do not have a userid and a user record yet).  

 
• getUsersByFolderId  

Obtains all the users who have been granted access to the folder.  
 

• grantUserEmailAccessByFolderId  
Grants a user access to documents in a given folder. The 
documents inherit permissions have to be set to true. If the user 
email is unknown, the user will be granted access once they are 
registered.  

 
• grantUserEmailAccessByFolderIdWithExpiryDate  

Grants a user access to documents in a given folder which will 
expire on the given expiry date. The documents inherit 
permissions have to be set to true. If the user email is unknown, 
the user will be granted access once they are registered.  

 
• grantUserIdAccessByFolderId  

Grants an existing user access to documents in a given folder. The 
documents inherit permissions have to be set to true.  

 
• grantUserIdAccessByFolderIdWithExpiryDate  

Grants an existing user access to documents in a given folder 
which will expire on the given expiry date. The documents inherit 
permissions have to be set to true.  

 
• revokeUserEmailAccessByFolderId  

Revokes user access to documents in a given folder. The user may 
have registered in which case this function will fail and 
revokeUserIdAccessByFolderId should be used in its place.  
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• revokeUserIdAccessByFolderId  
Revokes user access to documents in a given folder. The 
documents inherit permissions have to be set to true.  

 
• updateFolder  

Updates changes made to the Folder record. Use this call to 
rename or move folders.  

Publisher API 
• addUser  

Adds a new user to the Publisher with a given access.  
 

• getAddressById  
Obtains the Address record given an AddressId.  

 
• getDocumentsByPublisherId  

Obtains all the documents belonging to a Publisher given a 
PublisherId.  

 
• getFoldersByPublisherId  

Obtains all the folders belonging to a Publisher given a 
PublisherId.  

 
• getPublisherById  

Obtains the Publisher record given a PublisherId.  
 

• getUsersByPublisherId  
Obtains the Users that have access to this Publisher.  

 
• updateAddress  

Updates changes made to the Address record.  
 

• updatePublisher  
Updates changes made to the Publisher record.  

Security API 
• Authenticate  

Sample implementation for an authentication request.  
 

• getPublishersByCurrentUser  
Obtains the Publishers that the ServiceTicket has access to.  

 
• login  

Once a ServiceTicket has been created, the SessionKey has to be 
set using a custom SOAP Header.  
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• logout  
Sessions should always be closed if you no longer intend to use 
them by calling logout.  

Template API 
• getTemplateById  

Obtains the Template record given a TemplateId.  
 

• getTemplatesByDocTypeAndPubId  
Gets all the templates that are available to the specified publisher 
and are associated with the specified document type.  

User API 
• getUserByEmail  

Obtains the User record given an email address.  
 

• getUserById  
Obtains the User record given a UserId.  

 
• updateUser  

Updates changes made to the User record. Protectedpdf.es ESDK 
API 

Additional API Calls 
The following API calls are only available to Publishers for whom 
Enterprise API’s are enabled. 

Publisher API 
• addUser  

Adds a new user to the Publisher with a given access.  
 

• User addAddressPublisherUser(Address address, Publisher 
publisher, User user) 
Adds a new Address. Publisher and User with Administrator 
access. 

Additional Functionality Available to Enterprise Customers 
Enterprise users do not have to use the protectedpdf.es grant/revoke 
access permissions but can register an external identity provider.  See 
the External Identity Provider Kit for more details.  

Also enterprise publishers have the ability to send form-fill 
information generated by protectedpdf.crm documents to an 
External Forms Server.  See the External Forms Server Kit for more 
details. 
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