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Legal Notice 
Copyright © 2006 Vitrium Systems Inc. All rights reserved.  
 
If this document is distributed with software that includes a terms of use agreement, this document, 
as well as the software described in it, is furnished under license and may be used or copied only in 
accordance with the terms of such license. Except as permitted by any such license, no part of this 
document may be reproduced, stored in a retrieval system, or transmitted, in any form or by any 
means, electronic, mechanical, recording, or otherwise, without the prior written permission of 
Vitrium Systems Inc (“Vitrium”). Please note that the content in this document is protected under 
copyright law even if it is not distributed with software that includes an end user license agreement. 
 
The content of this document is for informational use only and is subject to change without notice, 
and should not be construed as a commitment by Vitrium. Vitrium assumes no responsibility or 
liability for any errors or inaccuracies that may appear in the informational content contained in this 
document. 
 
This document contains information that is privileged, confidential and exempt from disclosure 
under applicable law. If you are not the intended recipient, or the employee or agent responsible for 
delivering the message to the intended recipient, you are notified that any dissemination, 
distribution or copying of this communication is strictly prohibited. If you have received this 
document in error, please notify Vitrium immediately by email at info@vitrium.com. Thank you. 
 
Please remember that existing artwork or images that you may want to include in products 
integrated using the information herein may be protected under copyright law. The unauthorized 
incorporation of such material into your new work could be a violation of the rights of the copyright 
owner. Please be sure to obtain any permission required from the copyright owner. 
 
Any references to company names in sample templates are for demonstration purposes only and 
are not intended to refer to any actual organization. 
 
Adobe and Adobe Acrobat are trademarks of Adobe Systems Inc. Microsoft and Mincrosoft.Net are 
trademarks of Microsoft Corporation. All other trademarks are the property of their respective 
owners. 
 
Vitrium Systems Inc. 502-1168 Hamilton Street, Vancouver, BC, CANADA, V6B 2S2. 



Template Developers Kit  Revision History 
 

 - ii - 

 

Revision History 
 
 

Description Date 

Initial Release Aug 15, 2006 
Add template preferences description and simple code Nov. 3, 2006 
 



Template Developers Kit  Table of Contents 
 

 - iii - 

 

Table of Contents 
Legal Notice ............................................................................................................................................... i 
Revision History....................................................................................................................................... ii 
Table of Contents................................................................................................................................... iii 
List of Figures .......................................................................................................................................... iii 
Preface.........................................................................................................................................................1 

Introduction .........................................................................................................................................1 
Audience ...............................................................................................................................................2 
Errors and Updates............................................................................................................................2 

Creating a Custom Template .............................................................................................................3 
Getting Started ...................................................................................................................................3 
Uploading Templates.......................................................................................................................3 

Built-in Templates .........................................................................................................................3 
Defining Fields ....................................................................................................................................4 

Field Prefixes ...................................................................................................................................4 
Required Fields...............................................................................................................................4 
Required Security Fields .............................................................................................................5 

JavaScript Support ............................................................................................................................5 
Event Handlers ...............................................................................................................................5 
Preferences ......................................................................................................................................6 
Sample Code ...................................................................................................................................7 

Trademark and Use of Logo Guidelines ..................................................................................... 10 
Overview............................................................................................................................................. 10 
To Whom Do These Guidelines Apply?.................................................................................. 10 
Legal Notices..................................................................................................................................... 11 

Trademarks ................................................................................................................................... 11 
Copyright....................................................................................................................................... 11 
Logos............................................................................................................................................... 12 

General Trademark and Logo Usage Rules and Conditions .......................................... 13 
 

List of Figures 
Figure 1: protectedpdf security logo (white background).................................................. 12 
Figure 2: protectedpdf security logo (black background) .................................................. 12 
Figure 3: protectedpdf logo (white background)................................................................... 12 
Figure 4: protectedpdf logo (black background).................................................................... 12 



Template Developers Kit  Preface 
 

  Page 1 

Preface 

Introduction 
Vitrium Systems’ protectedpdf solution allows you to distribute PDF 
documents securely. Readers can unlock protectedpdf documents by 
filling in a form built into the protectedpdf file.  

Protectedpdf documents can be used for secure distribution of 
content where readers enter credentials such as email/password prior 
to getting access to protected pages in the document. Alternatively, 
protectedpdf can be used to conduct market research activities by 
having readers fill in a survey prior to allowing them access to the 
content. In this case, there are no pre-established credentials such as 
a username and password. 

 
This document describes in detail how to create custom cover pages 
(or templates) in order to take advantage of the great deal of 
flexibility available to you when using protectedpdf. 

 
A template consists of static elements such as: 

• Your company logo and name 
• Copyright statement 
• The protectedpdf logo 

 
In addition to the above, the following dynamic elements will be 
filled in by the protectedpdf system: 

• Document title and sub-title 
• Document version name 
• Document abstract (an abbreviated summary of the purpose of 

the document) 
• Document ID 

 
Finally, you may add form fields for the user to fill in and interact with 
such as: 

• Text fields (including fields that hold reader credentials such as 
passwords if appropriate) 

• Check boxes 
• Combo boxes 
• List Boxes 
• Radio buttons 
• Hyperlinks (e.g. to a shopping cart where the user may purchase 

access to the document) 
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Audience 
The Template Development Kit is intended for users that are familiar 
with the protectedpdf system and who require custom cover pages 
for their documents. 

It is assumed that you are comfortable working with a PDF form 
authoring tool such as Adobe Acrobat Professional.  

Users may wish to further extend protectedpdf functionality 
programmatically. In this case, you will need to be familiar with 
JavaScript as well as Acrobat JavaScript Scripting. 

Errors and Updates 
This document is a protectedpdf document and will automatically 
check for updates and prompt you when new versions are available. 

Please report any errors and inconsistencies in this document to 
support@vitrium.com. 

Use of the protectedpdf system is subject to the Terms of Use 
available at www.protectedpdf.com.  
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Creating a Custom Template 

Getting Started 
In order for the cover page templates to behave correctly they must 
be created according to the guidelines contained herein. Follow 
these steps to prepare a PDF document: 

1. Create a PDF file with static elements such as artwork, company 
logo and the protectedpdf logo. This can be done using any 
design tool you desire. Please note that you are required to 
adhere to the Trademark and Use of Logo Guidelines. 

2. Open the file using Adobe Acrobat Standard or Professional. 

3. Open the Forms toolbar: Tools -> Advanced Editing -> Show 
Forms Toolbar 

4. Add the necessary fields to the page. 

5.  The fields you need to include in the cover page will depend on 
whether your document can be unlocked by entering valid 
credentials (e.g. email address and password see Required 
Security Fields below) or completing the fields on the cover page. 
These fields can be positioned anywhere on the page.   

Uploading Templates 
Currently, there is no mechanism to upload templates into the 
protectedpdf.com server. Please email your template along with your 
account information to support@vitrium.com. We will review your 
template to ensure it complies with the Trademark and Use of Logo 
Guidelines.  

Built-in Templates 
It is possible to have a form template built-in to the PDF document 
prior to converting it into a protectedpdf document. For instance, 
you may want to have the form on page three of your document 
instead of having the template appended to the beginning of each 
document. You need enterprise access to protectedpdf.com or 
protectedpdf (Enterprise Server) installed on site to do this. When 
your user account is enterprise enabled, you are given the option to 
select “Built-in” as the cover page. Because the reader will have to 
enter information into the built-in form fields, you are required to 
make sure that these pages falls within the unprotected page range. 
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Defining Fields 
Protectedpdf field names all begin with prefix “boom” (e.g. 
boom.title). Protectedpdf files have built in logic that automatically 
show and hide fields depending on the state of the document. 
Furthermore, data is submitted to the protectedpdf server depending 
on the name of the field.  

Field Prefixes 
Fields with the following name prefixes behave as specified below: 

Table 1: Form field prefix summary 

Name Prefix Visibility Transmitted 

boom Unchanged Some 
boom.form Only when locked No 
boom.form.hidden Always hidden Yes 
boom.form.response Only when locked Yes 
boom.form.neversend Only when locked No 
boom.unlocked Only when unlocked No 

 

For example, if you wish to have a button visible only once a user has 
unlocked the document, you would create a button named 
“boom.unlocked.mybutton”.  

Required Fields 
The following read only fields are required by all protectedpdf 
documents. 

• boom.protectedpdf_version - Displays the protectedpdf engine 
version used to generate the document.  

• boom.title - A placeholder for the documents title as set in the 
protectedpdf engine.  

• boom.subtitle - A placeholder for the documents subtitle as set 
in the protectedpdf engine. 

• boom.abstract - A placeholder for a brief description of the 
document as set in the protectedpdf engine. 

• boom.version - A placeholder for the version of the document as 
set in the protectedpdf engine. 

• boom.form.response.docid - A placeholder for a unique 
identifier of the document. It is visible only when the document is 
locked. 

 

The following check box is required by all protectedpdf documents. 
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• boom.unlocked.rememberme - If the publisher allows offline 
access to the document, the check box will allow the user to 
specify whether the document should open automatically 
without having to contact the server each time.  

Required Security Fields 
If you are creating a protectedpdf document that requires the user to 
authenticate with the protectedpdf server, the following text fields 
are required for credentials: 

• boom.form.response.username - Allows the user to identify 
themselves (i.e. username, email, etc).  

• boom.form.neversend.pwd - Allows the user to enter a 
password.  This field is treated specially by protectedpdf and the 
password is never transmitted to the protectedpdf server. Instead, 
protectedpdf uses a secure hash algorithm to deliver a hash based 
on this password. The hash is used for authentication and 
therefore, Vitrium Systems never gets to see user passwords. 

JavaScript Support 
You can further enhance the reader experience by adding JavaScript 
to the protectedpdf template.  Please refer to the Adobe Acrobat 
JavaScript scripting available here1 if you wish to learn about adding 
JavaScript to PDF files. In addition to the scripting available within 
Adobe Acrobat, you can declare event handlers as well as make use 
of functions added to all protectedpdf documents. 

Event Handlers 
Event handlers are optional functions you can declare in your 
template in order to carry out special processing when a specific 
event occurs.  All protectedpdf event handlers begin with the “ppdf” 
prefix. 

function ppdfOnInitialize() 
This event gets triggered when the document in initialized.  At this 
time, the protectedpdf file is in a locked state. All return values are 
ignored. 

function ppdfValidate() 
This event gets triggered when the user clicks the “login” button. This 
is your opportunity to validate the fields and display alert messages 
to the user. If this function returns true, the login process continues. If 
this function returns false, the login process is aborted. 

                                                        
1 http://partners.adobe.com/public/developer/en/acrobat/sdk/pdf/javascript/AcroJSGuide.pdf 



Template Developers Kit  Creating a Custom Template 
 

  Page 6 

function ppdfOnUnlock() 
This event gets triggered when the document is successfully 
unlocked. All return values are ignored. 

Preferences 
Preferences are optional variables that you can declare in the event 
handler, ppdfOnInitialize(), in order to turn off some protectedpdf 
events. All the preferences begin with “p_” prefix, and are set by 
default.  

p_pingonstartup 
This preference is checked when the document is open. It is to 
indicate whether to ping the protectedpdf server when the 
document is open. 

p_alertonunlock 
This preference is checked when the document is unlocked. It is to 
indicate whether to show a message saying that the document is 
successfully unlocked.  

p_alertonnewguid 
This preference is checked when document is successfully unlocked. 
It is to indicate whether to show a message saying that the document 
is unlocked for the first time on the computer that the reader is 
currently using.  

p_alertofflinedays 
This preference is checked when document is successfully unlocked 
offline. It is to indicate whether to show a message saying how many 
days the reader can unlock the document offline. 

p_usechallengeresponse 
This preference is checked when the user clicks on “Login” button. It 
is to indicate whether to send the reader’s credentials to the 
Protectedpdf server (when preference is set) or to Active Directory. If 
you use Active Directory, you must be an Enterprise Server user with 
an EIP.  

p_showpassword 
This preference is checked when the document is open. It is to 
indicate whether to show the password field in your template. It may 
be set to off when the reader is only required to enter his / her user 
name when unlocking the document.  
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p_alertonfailedseflunlock 
This preference is checked when self-unlocking the document. It is to 
indicate whether to show an error message when self-unlock fails. 

Sample Code 
In the following example, we assume that the reader is required to 
agree to the terms of use on page 2 (which is unprotected). The 
actual document content begins on page 3 and is protected.  Also, in 
order to reduce the number of requests sent to the server, we want to 
make sure that the username and password fields are not left blank. 
Finally, we want to display the document in full screen mode after it is 
unlocked. 

 
function ppdfOnInitialize() 
{ 
   this.pageNum = 2; // Jump to page 2 
} 
 
function ppdfOnUnlock() 
{ 
   this.pageNum = 3; // Jump to page 3 
   app.fs.isFullScreen = true;   // Display the document in full screen mode 
} 
 
function ppdfValidate() 
{ 
    // If the username or the password is left blank, alert the user and do not 
proceed. 
    var usernameField = this.getField("boom.form.response.username"); 
    var passwordField = this.getField("boom.form.neversend.pwd"); 
 
    if (( usernameField != null) && (usernameField.value.length==0)) 
    { 
        app.alert("Please enter a valid username."); 
        return false; 
    } 
 
    if ((passwordField != null) && (passwordField.value.length == 0)) 
    { 
        app.alert("Please enter the password."); 
        return false; 
    } 
 
    // Display a message box with a checkbox. 
    var myCheckbox =  {cMsg: "I agree with the terms of use.", 
                        bAfterValue: false} 
      
         
    var alertResult = app.alert({ 
                    cMsg: "You must agree with the terms of use to open the 
document. Do you want to proceed?", 
                    oCheckbox: myCheckbox, 
                    nIcon: 2,  
                    nType: 2}); 
    // Proceed only if the user clicked “Yes” and checked the checkbox. 
    return alertResult == 4 && myCheckbox.bAfterValue; 
} 
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In the following example, we assume that the Reader is required to 
agree to the terms of use on page 2 (which is unprotected). The 
actual document content begins on page 3 and is protected.  We also 
require the Reader to fill in their phone number into a custom field 
that we have created. Finally, we want to display the document in full 
screen mode after it is unlocked. 

 
function ppdfOnInitialize() 
{ 
    this.pageNum = 2; // Jump to page 2 
} 
 
function ppdfOnUnlock() 
{ 
    this.pageNum = 3; // Jump to page 3 
    app.fs.isFullScreen = true;   // Display the document in full screen mode 
} 
 
function ppdfValidate() 
{ 
    // If the username or the password is left blank, alert the user and do not 
proceed. 
    var phoneField = this.getField("boom.form.response.phone"); 
    if ((phoneField!= null) && (phoneField.value.length==0)) 
    { 
        app.alert("Please enter a valid phone number."); 
        return false; 
    } 
 
    // Display a message box with a checkbox. 
    var myCheckbox =  {cMsg: "I agree with the terms of use.", 
                        bAfterValue: false} 
      
         
    var alertResult = app.alert({ 
                    cMsg: "You must agree with the terms of use to open the 
document. Do you want to proceed?", 
                    oCheckbox: myCheckbox, 
                    nIcon: 2,  
                    nType: 2}); 
    // Proceed only if the user clicked “Yes” and checked the checkbox. 
    return alertResult == 4 && myCheckbox.bAfterValue; 
} 

 
In the following example, we assume that the publisher does not 
want the reader to see any messages when the document is unlocked 
successfully. 

 

function ppdfOnInitialize() 

{ 

g_preferences = g_preferences | p_alertonunlock; 

} 
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In the following example, we assume that the publisher does not 
want the reader to see any messages when the document is unlocked 
successfully and when the document is unlocked from a computer for 
the first time. 

 

function ppdfOnInitialize() 

{ 

g_preferences = g_preferences | p_alertonunlock | p_alertonnewguid;  

}
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Trademark and Use of Logo Guidelines 

Overview 
These Trademark and Logo Usage Guidelines (hereafter "Guidelines") 
set forth Vitrium Systems’ rules for using or referring to Vitrium’s 
trademarks and logos identified in section “Legal Notices” below.  

No permission is granted to use any other Vitrium trademarks or 
logos. Vitrium reserves the right to (i) terminate use of its trademarks 
and logos by any party for non-compliance with these Guidelines, or 
for any other reason as Vitrium deems in its sole discretion, and (ii) 
modify these Guidelines for any reason at any time.  

To Whom Do These Guidelines Apply? 
These Guidelines apply to: 

1. Protectedpdf users who have created custom cover pages or 
templates as described herein in accordance with the Terms of 
Use and Licenses accompanying protectedpdf products. 

2. Authorized distributors who purchase Vitrium products from 
Vitrium (hereafter “Authorized Distributors”) for distribution to 
system integrators and resellers authorized by Vitrium (hereafter 
“Authorized Resellers”). 

3. Third party vendors integrating or reselling Vitrium products 
acquired from Vitrium, Authorized Distributors, or Authorized 
Resellers.  

 
OEMs, distributors, integrators, retailers, and resellers using Vitrium 
products acquired from unauthorized sources are not permitted to 
use any Vitrium trademarks or logos.  

 
Inquiries regarding authorized or unauthorized sources should be 
sent to info@vitrium.com.  
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Legal Notices 
Users creating custom cover page templates are required to include 
the following copyright notice and the appropriate protectedpdf 
logo on the cover page. Trademark notices may be added to your 
own legal notices where appropriate. 

Trademarks 
“Vitrium”, “Vitrium Systems Inc.”, “vitrium.com”, the “protectedpdf“ 
suite of products and their associated logos and branding are 
trademarks of Vitrium Systems Inc.  

Copyright 
“The protectedpdf technology is © Copyright 2006 Vitrium Systems 
Inc. All Rights Reserved. Patents Pending.”
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Logos 
The protectedpdf logo is available in Encapsulated Postscript (.eps) 
format. The logo files are embedded in this document and are 
available here. Do not use raster versions of logos as this causes 
aliasing and other artifacts. 

Protectedpdf logos for secure documents 
 
 

 
Figure 1: protectedpdf security logo (white background) 

 
 
 

 
Figure 2: protectedpdf security logo (black background) 

 
 
 
 
 

Protectedpdf logos for form based documents 
 
 

 
Figure 3: protectedpdf logo (white background) 

 
 
 
 

 
Figure 4: protectedpdf logo (black background) 
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General Trademark and Logo Usage Rules and Conditions 
 
Any use of Vitrium  trademarks and logos must be (a) truthful, fair, not misleading, and (b) comply 
with these Guidelines, which may be modified by Vitrium at any time at Vitrium’s sole discretion.  
 
Do not use a trademark alone or as a noun. Do not pluralize a trademark or make it possessive. Do 
not join a trademark to other words, symbols, or numbers, either as one word or with a hyphen. Do 
not abbreviate a trademark. 
 
Always use the proper spelling and the proper trademark symbol. For the trademark symbol, the 
superscript mode is preferred: ™ or ®. If it is not available, use parentheses: (TM) or (R).  
 
In all written materials including packaging, letters, memos, press releases, white papers, 
advertising, slides, video, and other multimedia presentations:  
 

• Properly designate (with ® or ™ ) all of Vitrium's trademarks and logos at the most 
prominent use (usually a headline) and again on the first occurrence in copy.  

• In the case of presentation graphics, trademarks and logos should be designated with the 
proper trademark symbol on each page and slide. 

 
Properly footnote and acknowledge trademark ownership identifying Vitrium trademarks and logos 
as being owned by Vitrium, e.g., “Vitrium”, “Vitrium Systems Inc.”, “vitrium.com”, the “protectedpdf“ 
suite of products and their associated logos and branding are trademarks of Vitrium Systems Inc.  
 
Always use trademarks and logos in the manner intended by Vitrium. Do not use them for goods or 
services for which they were not originally intended. Do not alter them in any way. Do not portray 
them negatively. 
 
Do not incorporate Vitrium trademarks or logos into your own product names, service names, 
trademarks, logos, or company names, and do not adopt marks or logos that are confusingly similar 
to Vitrium's trademarks or logos. 
 
Do not use Vitrium trademarks or logos on or in connection with any product that does not include 
an authentic Vitrium product. Inquiries regarding authentic Vitrium products should be sent to 
info@vitrium.com. 
 
You acknowledge that Vitrium takes no position regarding the quality of products or services that 
you offer. You shall make no claims or implications that Vitrium endorses or is affiliated with your 
products or services. 
 
In no event shall Vitrium be liable for any direct, indirect, punitive, special, incidental, or 
consequential damages arising out of, or in any way connected with these Guidelines, your products 
containing technology provided by Vitrium, or your relationship with any end users, whether based 
on breach of contract, tort (including negligence), strict liability or otherwise. 
 
Unless otherwise agreed to in writing by Vitrium, you will defend, indemnify and hold Vitrium and its 
employees, officers, directors, successors and assigns harmless from any and all claims, actions and 
suits based on your use, sale, marketing and distribution of any products containing technology 
provided by Vitrium or your use of Vitrium’s trademarks or logos. 
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