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Time for a change.

Introduction to Document Security

, and the frequency and severity 

Impacts to Revenue and Bottom Line

The impact of an incident can be felt all across the top line - immediately.  Revenue streams tied 
to intellectual property can disappear. Or, in cases where sensitive customer information has been compromised, a 

The bottom line also takes a hit.  Valuable intellectual assets can be lost (or worse, sold and used by
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Digital content can be copied or leaked within seconds

substantial.

For most companies, that risk escalates with the volume of content stored and shared.

The best way to counter such a risk is to ensure that you have a proactive plan to properly monitor and
secure information from internal and external threats; a plan that includes document-level protection. Even if a 
document is shared away from a protected network, or onto multiple devices, your valuable or sensitive 

• In August 2016, French naval contractor DCNS had secrets about its Scorpene submarines being built 
in India leaked 2. The leak contained more than 22,000 pages outlining details of six submarines DCNS 
had designed for the Indian Navy, including combat capabilities. The contract with the Indian 
government was worth $38 billion, and may affect DCNS’s ability to gain or see out contracts with 
countries like Australia, Poland, Norway, Chile, and Malaysia. Officials believe it was a case of economic 
warfare by sophisticated hackers, looking to take advantage of business’ inability to secure sensitive 
and confidential documents at a file level. 

• Also in August of 2016 the  for failing to have 
policies and training to prevent use of leaked confidential documents 3. This was in addition to a $50 
million fine levied by the New York State Government for the same incident. A junior Goldman Sachs 
banker took confidential information from his previous employer, the Federal Reserve Bank of New York, 
after receiving the information from a former co-worker, still under Fed employment. The stolen 
documents exposed the Fed’s private insights about regulatory matters, and Goldman Sachs used the 
information in presentations to current and prospective clients. Even though what Goldman Sachs did 
was illegal, the Fed could have taken steps to protect its documents and keep its former employee 
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• In late 2014, the Sony Pictures Entertainment cyber attack was in the news 4. While the costs are still to 
be tallied, estimates of the impacts are in the billions and it’s considered to be one of the largest in 
history. Not only emails and data were taken during the network intrusion, but unsecured documents of 
all kinds, including confidential contracts with talent, employee payroll and benefit information, and 
home addresses. It is likely to take years to determine the full impact. While it is yet to be determined if 
another government was to blame, the fact remains, 

• In 2013, when Target reported that the credit card information of 110 million customers was around in 
cyberspace 5, 
full-year earnings forecast has been lowered and total expenses related to the breach stand at $148 
million including related expenses.

• Home Depot’s data breach left almost 60 million payment cards vulnerable to misuse 6. 

transit, shared, synced to apps, or on devices.

Data Breaches
are expensive
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Data Breaches are expensive

Potential costs of a document leak

• Loss of customers and/or revenue

it ends up.

Exercise

• What would even a 10% loss of revenue mean? 
• How much risk is your organization willing to assume in light of the potential top- 
to-bottom-line cost estimates?

Loss of customer trust - negative brand capital never fully goes away

8. Soon afterward, quite a 

A recent survey reveals that 
a company that had failed to protect credit/debit card details
data breach involved home address, email addresses or telephone numbers . In this era where the story
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The perpetrators within

 states that insiders
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 as a result, and Home Depot  is also 

 to deal with 
personal privacy, whether or not these become law, corporate decision makers should be aware the 
environment is less and less tolerant. 
implemented to harden privacy laws.

. Sales have 

their increased risk and take cyber threats seriously.

If we’re going to beconnected, then we need to be protected. As Americans, 
we shouldn’t have to forfeit our basic privacy when we go online to do our 
business. Each of us as individuals have a sphere of privacy around us that 
should not be breached, whether by our government, but also by 
commercial interests.

- President Obama -
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Does your integration strategy include a document security element?

Security is a brand differentiator

you have

IT security budgets are rising

 also reports an increase in IT security

 states that 
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documents.

concerned.

.

• The cloud is as safe as enterprise data centers.

• Attacks in the cloud are crimes of opportunity while those in data center environments are targeted 
and sophisticated.

• In both environments, web application attacks are most frequent. Enterprise data center customers are 
more likely to be at the receiving end of these attacks (15 per cent) than CHP customers (3 per cent).
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In some instances, the attacks intend to steal consumers’ personal information, but in most cases, the 

 Forbes.com

8  See 

 RealWire.com

 Forrester

 AboveTheLaw.com

 Fortune.com
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Vitrium Security is trusted by hundreds of 
companies around the world to protect 
their documents and millions of readers 
have accessed our secure documents.

About Vitrium Security

We invite you to explore some of the benefits of using 
Vitrium Security.

Our popular document protection software can help you limit the risk of 

viewed by your audience. You can choose to publish the secured content 
to a user portal, send via email, or post to your own website, document 
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Easy to use, for you 
and your audience.

your distribution method, and access 
real-time analytical reports. Your audience 
easily accesses your content on any device, 

Distribute your files 
with confidence.

military 
grade 256-bit AES encryption , and the 

or leak, your content remains secured. After 

will have access to a secured PDF or a 
secured Weblink to share with your audience.

Your content, your 
power to decide.

watermarks, set expiry dates, and more. You 
can also retain this control after the content 
has been distributed as you can revoke a 
document at any time, replace the content, or 

admin panel.

Improve the way you 
do business.

With Vitrium Security’s dashboard and analytical reports, you can track the activity of your users 

document store is instantly created and tracked.

Set up your own 
customizable content portal.

Securely distribute your documents via 

documents associated with their account in 
one place. Provide the best experience to by 
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How Vitrium Security Works

Add Files Add Users & Groups

Select the audience for your content. Decide who 

credential system.

Apply Security & 
Controls

watermarks.

Share With Users

Publish and share secured content as attachments or 
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